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AA 51 ARIAY Diffusion Layer= Z+ vlo]E &8 6 2] EXOR7} A&E T} =, Diffusion
Layero]] & 96¥2] EXOR7} AF&H T

e Eol4 EXOR A4 848 Eolt T3t 28 Wao) Atk theel Ake B,

To < Yo D Y2 D Y3,
T1 <= Y1 DYy2 D ys.

91 4709 EXOR7} A4 v, £7F W48 o83 0427} 2o] EXOR A4} 548 32
2 &4 5 Ak
t— Y2 S Ys,
o < Yo 2] t7
x1 — Y1 Dt

ARIAQ] A Lol&= 24709 7 A4S = ¢ 319 Diffusion Layere] EXOR ¢4 3 4+E 722 =49
4 Atk 28, EXOR A4t 3|59 Za® wE S st AHEE o] 28404 2A Aol 7t
WA gAY 2358 "ot

Ul R gt 212 = o A} = Diffusion Layer7} AF&E ] @431 7] BlAlo] 3 T] AR E &= AL
ﬁﬂ@ﬂ&%%ﬂ&ﬁ@ﬂ-Ajw+q£ﬁ]HLAm(mmmMHAQ&%EﬂNﬁ
v 2ttt 719 =77} 128¥) E Q1 A2 ARIA, AES, Camelliao| A 8 Q4+ 4= o3}
t}.

mL 2 K
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<3 5> ARIA, AES, Camelliaol A2 =& d4ke] M4
| ARIA | AES | Camellia |
HolZ F=2 | 160 | 160 | 160 | 304 [ 448 | 144
EXOR | 1,040 | 824 [ 1,040 | 816 | 608 | 826
Assign 160 | 376 | 160 [ 484 | 160 | 144
Shift 0 | 0o ][576 |00 32
If 0 Jo]ma]o]o 0

<3 6> 8H|E 7|¥t 7£9d ZA I (Pentium IV 2.4GHz, Pentium 11T 866MHz)

&3 2]& || Pentium IV 2.4 GHz (Mbps) | Pentium III 866 MHz (Mbps)
(VC++ v6.0 & gee v3.2) (VC++ v6.0 & gee v3.2)
ARIA 212 70
AES 189 65
Camellia 220 72

QU] E JAHS A}L-3F I =& Pentium IV 2.4 GHzS} Pentium 11T 866MHz A Visual C++
v6.03} gee v3.2E o] L3t A3 A= <F 6> Zrh Y= SHE mEA Ao A A3

o 43
A9} opy Bz T A ohith T} AsA $4 2AS Foko] AEHS 57
SERER S EE

T L7t IA Aol7F yA] gkt
B3 FRoA e BEA £
ARIAE= 128H]E ©19] ¢4FS o]-23} Diffusion LayerE A28} ¥l 328 E L& o] A]
AL A9 th ARIAY Diffusion Layer A= TS 22 4 x 407 3

°g|=|

328]E 7|4t

0100 00 1 0 00 0 1 01 1 1
100 0 000 1 0010 101 1
P = Py = Py = P, =
Y"1o oo 172 (1t oo o o100 (1101
0010 010 0 1000 1110
L=PE4x429 Fo|gtn T uf, th2} 22 4 x4 PE(16 x 16) 5= AH gt}
0 I, I, I, P, 0 0 0 P, 0 0 0
L 0 I, I, 0O P, 0 0 0 P, 0 0
! L, I, 0 I, 72 0 0 P 0] °7° 0 0 P, 0
I, I, I, 0 0 0 0 Py 0 0 0 P
Diffusion Layer A& th33 22 9] JE 59 Fo&2 ZHHATH

A= M - My- M, - Ms

©l Al

ARIA9] 3l 2=+ 7] QA S-box X3}, Diffusion Layer 2 F+A ¥ &= ©|, S-box X &3} Diffusion
Layer 3 M3E 8 x 32H| 0] &S &3} tha3} Zo] +8T 4 itk

S(xg) S(z1) ® S(z2) ® S(x3)

P S(z) | _ | S(@o) @ S(x2) ® S(x3)

1 S(22) S(zo) @ S(z1) @ S(x3)
S(Sﬂg) S(mo) @5(1‘1) @S($2)



0 S(z) S(z) S(x)
Ty(z) = ggg Ty(z) = S?x) Ty(z) = ng) Ty(x) = gg;
S(x) S(x) S(x) 0

(Pyo S)(xo, 1,22, 23)" = V] 7] H o) EE o] &3t Ty(zo) @ Th(z1) ® To(w2) ® Ts(zs) 2 AlAL
g £ Quh ML 328 E T dAlo| My= H]-OIE permuatationo] B2 < ALgFo] At} =
ARIA—‘= 320 E L3 A EE AAGH AL S ¢ U} Pentium IV 2.4GHZ, Pentium III
866MHzo| 4] ARIA, AES, Camellia®] 3£ 5= 23} 2t}

<3 7> 328 E 7HF 2=z Eo] 28 AT (Pentium IV 2.4GHz, Pentium 11T 866MHz)

&8 E || Pentium IV 2.4 GHz (Mbps) | Pentium IIT 866 MHz (Mbps)
(VC++ v6.0 & gee v3.2) (VC++ v6.0 & gee v3.2)
ARIA 638 177
AES 886 254
Camellia 709 190

ARIAE 324 E, 64H| E ©9 H4te]| 7]4¥E3} Diffusion LayerE AFR3}+= AES, Camellia X T}
320 E 7]¥F LH| A 84S tha "ol 2t} 28]y, AES, NESSIE] A ¢t= W eSS
Z oA ARIAERT Y2 EEAE 7IA+ FEES AU £33 A& v, ARIAE 324 E

8
T8 ZEAE FHolTha & 4 Yk,

. shedlel PR T4 A

ARIAL: S=slo] B404 H A2 AAH YT H=9o] TAANA BEAL A2l 45 o
Chipe W&o =7 H7}sit}. g —’LT—E—‘E S-box #o]o]e] o] 9dle] TA =T Diffusion
Layero]] AR H A4 Bz o= g b=t} 128H) E 7] Alo] £ 9] ARIA, AES, CamelliaE H|

w3 B, ARIAS AES= & 107H4 S-box Layer 7} 1 ¢] 1870 2] S-box Layer7} 1+ CameliaX
t} A8 £ =7} w23 ARIAS] Diffusion Layer:= EXORTFO 2 LA E o] glo] §38ka] A4S AL
£35l= AESETE A £Edo|A 43ttt Chip WA oA H ¥ Feistel ;LZA Camellia B Tk
SPN 7%9] ARIA, AES7} ¢F 2019 gateE Q2 it} th22 7] 2AAES A9st dngS
HE9-S Hynix 0.25um 373 S & Simulationdt Z 3}o]t},

<X 8> 3t=go] 79 Simulation 23} (Hynix 0.25um 3 7)

dueZE || 28 £ (Mbps) | 182 73] D83 WA (gate)
ARIA 1,871 8,935
AES 1,839 9,088

Camellia 1,112 4971

ARIA: S1=S]0) TR0l QJolAl, AESel Wste] o7k 948 HE4S 7HA 5, Camellinol]
us) Al SE7F Holge B 4 gk oel AL o] &3d, ARIAL =gl FEL B3]
Smart Card, TA 5 A S g—%g > 9L A
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6. HE

B rRoldt 8% 9% ARIAY A4 97, 72 % 54 8, 39T 2E4L
ARIAG 1 Bl AR 33, 418 245 5 B gaol tha o) 32 S]] @
Ashe, 84 WA 8 ol 4 AES B C

ST g Sme s

= 7713 U2k 22
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